THE CAPA SUITE

Streamlining Cybersecurity
for Renewables

Design it right, prove it’'s compliant, and defend it in operation. Wind, solar and
battery storage, on a single platform.

The simpler, lower-cost way to meet your security and compliance obligations across the whole life of
the asset, built for renewable developers and operators, not enterprise IT.

Defending our electric infrastructure.
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for cybersecurity and risk

Design, compliance and security operations for wind, solar and storage, on one platform and one

source of truth.

SECURE BY DESIGN

Built-in

Security and an accurate site
record built in at design: lower
risk, investment readiness, faster
build and commission.

RISK & COMPLIANCE

~50%

Reduction in annual compliance
cost with tool driven reporting,
not from custom spreadsheets.

SECURE IN OPERATION

6—1

Six separate SOC products
replaced by one integrated,
sector-tuned platform.
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SECURE BY DESIGN
Renewables security templates save time and money

Securing a renewable asset should not start from a blank page. CAPA’s templates for wind, solar, BESS and DER
arrive with the systems, the threat vectors and the high-risk pathways already mapped, ready to tailor to your
site.

Secure by Design starts from a renewables template that understands the domain: the plant controllers,
inverters, SCADA, protection and vendor access paths of a wind, solar or storage site, the threat vectors that
target them, and the high-risk pathways to a High Consequence Event. Your team tailors that validated
reference to the site rather than starting from a blank page, and the record it produces, the Site Journal, is
inherited by governance, risk and operations downstream.

Renewable project security templates

Site Architecture

e Wind, solar, BESS, hybrid, DER fleet,
transmission, distribution templates =

¢ \letted threat vectors based on threat
intelligence, drawn from real incidents

e Shows high-risk pathways to a High
Consequence Event in electricity sector

¢ Baseline zones, conduits and controls, ready
to tailor to your site

Savings from security in-depth

¢ No annual rediscovery of your estate, usable
by third party advisors and assessors.

e Security designed in avoids emergency
retrofits, unplanned outages, manual
remedies.

® One truthful inventory kept up-to-date via
change control.

e Change controlled against a baseline, so
drift is visible and remediated.

Greenfield security in-depth. Security built in
for life.



RISK & COMPLIANCE

Escaping from spreadsheet mayhem

Compliance for just a single generation site is not one framework. It is hundreds of controls from different legal
sources, across every product and vendor on the plant, re-checked and re-evidenced every reporting period.
Spreadsheet hell.

A single site carries in the order of 400 controls. Run those across the ten products on the plant and the three
major vendors behind them, and the obligation multiplies into thousands of individual checks that must be
reviewed, evidenced and reported every cycle. Done by hand, it is weeks of specialist and advisory time, and
it is out of date the moment the plant changes.

400 . 10 . 3 _ 2,000+

CONTROLS / SITE PRODUCTS MAJOR VENDORS control reviews every reporting period
A fresh approach - focus on what really 2 e O

matters ; S

Wouldn't it be good if the critical gaps stood out

and the remainder are out of sight, automation o
being used to map from evidence documents

and certificates

The CAPA Compliance module does exactly this;
using preloaded framework controls from SOCI
and AES-CSF, and support custom corporate
control frameworks, CAPA takes away the slog of
mapping compliance controls to evidence, and
resolving the overlaps between frameworks.

GOVERNANCE RISK COMPLIANCE
Clear obligations Consequence-driven priorities Automate the grind
Manage clear responsibilities for A small set of High Consequence One body of work satisfies
compliance through your major Events, the crown jewels behind obligations across jurisdictions at
suppliers with precision each, and mitigations that break once, and the return is produced
obligations, and not the kitchen the attack path, and from the live record, internally, on
sink. responsibilities of each supplier. demand, without a consulting
engagement.

Ditch the spreadsheets. Cut compliance
overhead by ~50%.



SECURE IN OPERATION

Six cyber tools in one, a lower total cost

Watching who is on the plant, what changes on it, and who has access. One solution built for wind, solar and
storage, not a generic enterprise security stack.

Security operations are normally bought as a shelf of separate products, each one licensed, integrated and
staffed on its own. Secure in Operation rolls the six capabilities a renewable site actually needs into a single
pane of glass, every function reading from one model of the plant. Six licences, six integrations and six teams
collapsed into one, at a materially lower total cost of ownership.

SINGLE PANE OF GLASS e LIVE - SECURITY OPERATIONS
o1 02 03
Personnel & Access Software Change Vulnerability
Control Management
04 05 06
Intrusion Detection Threat Intelligence Incident Response

All six functions reading from the Site Journal, one source of truth

Cheaper Focused Integrated Turnkey
Six platforms, Built for energy and Shares the plant model Delivered ready to run,
integrations and tools renewables IT and OT, from the site journal, one in-house or as a
collapsed into one. not a generic enterprise source of truth. managed CAPA Security
SOC. Operations service.

ABOUT CAPA

CAPA Intelligence is an Australian based cybersecurity company servicing the
global electricity / renewables sector, and global supply chains involved in

[r— supporting critical infrastructure. Our clients sit across the supply chain —
governments, networks, retailers, system operators, IPPs, integrators and
OEMs with operations in Australia and abroad.

Contact info@capaintelligence.com to arrange a demo
CAPA Intelligence — The CAPA Suite capaintelligence.com


mailto:info@capaintelligence.com
https://capaintelligence.com
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